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Abstract

The digital transformation of contemporary educational systems has introduced
numerous challenges and opportunities for educational managers. One of the
most prominent challenges involves ethical issues stemming from the extensive
use of technology in educational environments, particularly at the intersection
of educational leadership and digital responsibility (digital ethics compliance).
The present study employed a qualitative exploratory design and conducted a
thematic analysis based on the approach proposed by Braun and Clarke (2006).
Using in-depth semi-structured interviews with 12 principals from both public
and private schools, the research aimed to identify various dimensions of
ethical challenges in educational management in the digital age. Data analysis
was conducted using MAXQDA 2022 software. The results indicate that the key
ethical challenges include protecting the privacy of students’ and teachers’
data, inequality in access to digital tools, hidden biases in educational
algorithms, instrumental use of personal data, and the psychological impacts of
technology on educational stakeholders. Participants emphasized the need for
clear ethical framewaorks, enhancing digital literacy among school leaders, and
institutionalizing a culture of digital accountability. In addition, the findings also
suggest that educational leadership in the digital era requires the integration of
technological knowledge with ethical insight, policymaking skills, and the ability
to make transparent decisions. This study offers practical recommendations for
policymakers, school administrators, and regulatory bodies to support ethical
governance in digitally-driven education systems.
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Extended Abstract

Introduction: The digital transformation of educational systems worldwide has introduced unprecedented changes
in the way educational institutions are managed, operated, and led. While technology offers remarkable
opportunities for efficiency, communication, and personalized learning, it also brings forth a wide range of ethical
challenges that demand urgent attention from educational leaders. Among these challenges, issues related to privacy,
equity, algorithmic bias, surveillance, and the psychological impacts of digital tools have become central concerns.
In this shifting landscape, the intersection of educational leadership and digital responsibility emerges as a critical
area for investigation. The literature on digital ethics in education highlights the necessity of cultivating ethical
awareness among school leaders as they navigate the complex responsibilities of protecting data, ensuring equitable
access to digital tools, and promoting responsible use of artificial intelligence in decision-making. However, much
of the existing scholarship remains theoretical or policy-oriented, lacking empirical insight into the lived experiences
of school leaders who are directly engaged with these challenges. This study seeks to address that gap by exploring
the ethical dilemmas encountered by school principals in both public and private institutions in Iran, and to examine
how leadership practices adapt to foster ethical digital governance in educational environments. The overarching
aim of this research is to identify the most pressing ethical issues confronting educational managers in the digital age
and to illuminate the strategies and competencies required for ethical leadership. By centering the voices of
practicing educational leaders through qualitative inquiry, this study contributes to a nuanced understanding of how
ethical responsibility is conceptualized and operationalized in digitally mediated educational settings. In light of
these challenges, there is an urgent need to investigate how ethical leadership can effectively mediate the tensions
between innovation and accountability in digital education. This study not only fills a gap in the literature but also
offers practical frameworks for aligning digital transformation with core ethical values in school management.

Method: This research adopted a qualitative phenomenological approach to explore the lived experiences
of school leaders in managing ethical challenges within increasingly digitalized educational contexts.
Phenomenology, as a research tradition, is well-suited for uncovering the essence of experiences as
perceived by individuals in their everyday realities. The study employed semi-structured, in-depth
interviews with twelve school principals from both public and private educational institutions across
Tehran and its suburbs. Participants were selected through purposive sampling to ensure maximum
variation in terms of experience, school type, and technological integration levels. The interviews were
conducted in person or via secure digital platforms and lasted between 45 and 60 minutes each. All
interviews were audio-recorded, transcribed verbatim, and analyzed using the qualitative data analysis
software MAXQDA. Thematic analysis was used to identify recurring patterns, categories, and
overarching themes within the data. This involved open coding, axial coding, and selective coding
processes to derive codes, subthemes, and core themes from participant narratives. To ensure rigor, the
study employed triangulation by comparing findings across different school types and participant
backgrounds, and member checking was used to validate the accuracy of interpretations. Ethical
considerations were strictly observed, including informed consent, confidentiality, and anonymization of
participant data. The final structure of the findings was presented in tables categorizing major themes,
core codes, and sample statements to enhance clarity and transparency. This robust methodological design
allowed the researchers to uncover not only the types of ethical challenges school leaders encounter, but
also the deeper meanings and implications of those challenges within the broader context of digital
educational leadership. To enhance the credibility and trustworthiness of the findings, triangulation was
applied by comparing insights across participants and aligning emerging themes with existing literature.
Ethical considerations, including informed consent, confidentiality, and voluntary participation, were
strictly observed throughout the research process.

Findings: The analysis revealed five major themes that encapsulate the ethical concerns of educational
managers in the digital age:

Data Privacy and Surveillance: School leaders expressed deep concerns about the unauthorized collection,
storage, and dissemination of students’ and teachers’ personal data. Many cited uncertainties around legal
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obligations, lack of clear policies, and the proliferation of third-party educational platforms as significant
risks.

Digital Inequity: Disparities in access to digital tools and reliable internet connectivity were reported as
major barriers, especially for students in under-resourced communities. Participants emphasized how
these inequities exacerbate educational gaps and challenge the ethical principle of fairness.

Algorithmic Bias and Automated Decision-Making: Principals noted increasing reliance on Al-driven
platforms for assessment and content delivery, yet voiced skepticism regarding their transparency and
potential to reinforce social biases.

Instrumentalization of Educational Data: Concerns were raised about data being used not for pedagogical
improvement, but for institutional control, performance monitoring, or even commercial exploitation.
This misuse erodes trust among stakeholders.

Psychological and Social Impacts of Technology: Leaders observed negative effects on students’
emotional well-being, including digital fatigue, reduced social interaction, and increased screen
dependency. The lack of preparedness among educators to address these impacts was also noted.

Despite these challenges, participants also identified strategic responses such as fostering a culture of
digital accountability, updating ethical codes of conduct, promoting digital literacy among staff, and
advocating for clearer regulatory frameworks. These findings highlight the need for a multidimensional
approach to ethical leadership—one that integrates technological competence with moral discernment and
policy acumen.

Discussion and Conclusion: This study sheds light on the profound ethical implications of digital transformation
within educational management. The findings illustrate that educational leaders are at the frontline of navigating
ethically complex situations involving privacy, access, algorithmic fairness, and digital well-being. In doing so, they
often operate in contexts marked by policy ambiguity, resource constraints, and a lack of training in digital ethics.
Effective leadership in this domain requires more than just technical familiarity with digital tools; it demands a
values-based approach that emphasizes equity, transparency, and accountability. The study suggests that integrating
ethical decision-making into leadership development programs, establishing institutional frameworks for digital
responsibility, and promoting continuous dialogue among stakeholders are essential steps toward mitigating ethical
risks. Moreover, this research underscores the importance of systemic support. Policymakers must collaborate with
educational institutions to develop comprehensive guidelines that balance innovation with moral responsibility.
Digital ethics should not remain a peripheral concern but must be embedded into the very fabric of educational
governance. In conclusion, the intersection of leadership and digital responsibility in education is not a temporary
concern, but a defining feature of 21st-century school management. By recognizing and responding to ethical
challenges proactively, educational leaders can play a pivotal role in shaping a digital future that is both innovative
and just. This study provides valuable insights for researchers, administrators, and policymakers seeking to align
educational technologies with the ethical values of equity, respect, and accountability. This study not only
illuminates the ethical challenges faced by educational leaders in the digital age, but also provides practical insights
for navigating the complexities of digital responsibility in educational management. Future research could explore
longitudinal studies to assess the long-term impact of digital ethics on educational outcomes and leadership
practices.
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